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Symbolic Execution

int foo(int i, j) {
if (i ==0){
=i+
} else {
=i

J

return |

J

Constraint solving is the enabling technique
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Challenges of Symbolic Execution

Path explosion
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Challenges of Symbolic Execution

Path explosion int foo(int a[], int j) {
intc =0;

while (j-- > -1) {

it (a[i] > 0)
ct++;

else

c-- ;
;

return c;




Challenges of Symbolic Execution

Path explosion int foo(int a[], int j) {
intc =0;

while (j-- > -1) {

it (afi] > 0)
ct++; o
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return c;




Challenges of Symbolic Execution

Constraint Solving
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Decision Procedures An Algorithmic Point of View, Second Edition, 2016
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Challenges of Symbolic Execution
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® Undecidable in general

® High complexity in
computation

Decision Procedures An Algorithmic Point of View, Second Edition, 2016




Challenges of Symbolic Execution

Path explosion Constraint Solving

Decision Procedures An Algorithmic Point of View, Second Edition, 2016
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Our Work’s Target

Constraint Solving
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Existing Work of Optimizing
Constraint Solving in SE
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® Query cache (partial) and simplification

e KLEE[OSDI'08], KLEE-Array[ISSTA’I7]
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Existing Work of Optimizing
Constraint Solving in SE

® Query cache (partial) and simplification
o KLEE[OSDI08], KLEE-Array[ISSTA’| 7]
® Query reduction
e SSEJISSRE’12], Cloud9[PLDI’|2]

® Query reuse

® Green[FSE’|2], GreenTrie[ISSTA’I 5]
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Our Observation
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int foo(int i, ) {
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int foo(int i, ) {
if (i ==0){
EXEY
} else {
=]
}

return i

}

Our Observation
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Symbolic
Executor

Constraint
Solver
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Existing work

Solver is used in a
black-box manner



Our Argument

Symbolic
Executor

int foo(int i, ) {
if (i==0) {
=i+

} else {

vV

E E BN EENEEEEEEDNEDE N

i =i

}

return i

}
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Tight Coupling

Solver
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Our Argument

int foo(int i, ) {
if (i==0) {
=i+

} else {
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i =i

}

return i

}

Tight Coupling

Symbolic

Executor

Constraint

White-box

Solver Usage
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SMT Solving Strategy

® Customize the solving procedure
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SMT Solving Strategy

® Customize the solving procedure

e

Tactic, Tactlcn |
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SMT Solving Strategy

® Customize the solving procedure
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SMT Solving Strategy

® Customize the solving procedure
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e.g., SAT, SMT, ..

e.g. simplify, bit-blast, .
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SMT Solving Strategy

® Solving strategy has a great influence to solving performance



SMT Solving Strategy

® Solving strategy has a great influence to solving performance

QF BVFP formula, x is

a double variable
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SMT Solving Strategy

® Solving strategy has a great influence to solving performance

56 seconds by using Z3’s
default strate
x° = 8.0 >

QF BVFP formula, x is

a double variable
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SMT Solving Strategy

® Solving strategy has a great influence to solving performance

56 seconds by using Z3’s
default strate
x° = 8.0 >

. 272 seconds by using the
QF_BVFP formula, x is following customized one

a double variable (simplify, SMT)




Our Key Insight

® A program’s symbolic execution is a specific constraint solving
problem
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Our Key Insight

® A program’s symbolic execution is a specific constraint solving
problem

® We can use solving strategy to customize the solver for the
program to solve the program’s path constraints efficiently
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Our Key ldea

® Online synthesize a solving strategy for the program under
symbolic execution

® The synthesized solving strategy can improve the efficiency of
solving the program’s path conditions in symbolic execution
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Righ-Level Framework
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Righ-Level Framework

Program [
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Righ-Level Framework
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Righ-Level Framework
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Synthesizer’s Details

| Tactic Sequence | Tactic
Generator “\ Sequences
Optimal Tactic | | Tactic Parameter

Sequences b Tuner
Strategy

. -1 Solving Strate

Generation 5 &7
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Synthesizer’s Details

SMT | . [Tactic Sequence] . Tactic
Formulas ] ~ Generator “\ Sequences

Each SMT

Formula
Offline Trained DRL Model Least solving cost without
any parameter
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Tactic
Sequences
Tactic Parameter
Tuner

Top N
Tactic
Sequences

Optimal Tactic |,
Sequences )

Solving
|:> Timeout
Predication

Tactic

Sequences

Random Tactic
Parameter [C)] Sequences
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Real SMT Top Nz

Tactic

Solving Sequences
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Tactic Parameter
Tuner
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Parameter
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Offline Trained DNN
Models

Tactic Parameter
Tuner

Solving
|:> Timeout
Predication

Tactic
Sequence Set

Tactic

Sequences
with Params
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Tactic Parameter
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Top N
Tactic
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Real SMT Top IV;
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Optimal Tactic
Sequences

Strategy
. -3l Solving Strate
Generation | S o7
Optimal Tactic
Sequences
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Decision-
Tree
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Learning |:> A Composite
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estimation:

Validation SMT
formulas
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Evaluation

® Research questions
® Effectiveness
® Queries (solved formulas)
® Paths

® Generalization ability
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Evaluation

® |mplementation

e KLEE with Z3
® Pytorch for ML models

® |PF-based concolic engine
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Evaluation

® |mplementation

e KLEE with Z3
® Pytorch for ML models

® |PF-based concolic engine

The deep learning models trained for C programs are
directly used for Java programs
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ML Models Iraining

® DRL model for generating tactic sequences
® |4 randomly selected Coreutils programs

® 300 SMT formulas randomly from each

® 4200 in total
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ML Model lraining

® DNN models for predicating timeout
o SAT, SMT, QFNRA-NLSAT, QFNRA
® 8 randomly selected Coreutils programs

o QF BV, QF ABY, QF ABVFP QF BVFP SMT-LIB2 benchmarks

® [imeout threshold: 30 seconds
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Evaluation

® Benchmark for KLEE
® 80 Coreutils programs
® Benchmark for Java concolic engine

® 34 open-source |ava programs

® 327506 SLOG:s in total
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Results of Effectiveness
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Improve the explored paths for 63 programs, 66.1 1% on average
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Results of Effectiveness
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Results of Generalization Ability
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Results of Generalization Ability
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Results of Generalization Ability
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Conclusion

Our Work’s Target

Constraint Solving
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Conclusion

Our Work’s Target Our Argument
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Conclusion

Our Work’s Target Our Argument
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Conclusion

Our Work’s Target Our Argument

. . : Symbolic :
Constraint Solving : 4 :
int foo(int i, ) { - EXeC utor -
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