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Existing VWork

® Random testing

® Coverage-oriented fuzzing

o AFL,|QF ...
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Existing VWork

® Random testing
® Coverage-oriented fuzzing Not efficient
o AFL,|QF ...
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Existing VWork

® Grammar-directed fuzzing

® Black-box fuzzing[ASE’19], Zest[ISSTA’19], ...
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Existing VWork
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Need Input Grammar
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® Grammar-directed fuzzing
® Black-box fuzzing[ASE’19], Zest[ISSTA’19], ...

® Grammar-directed symbolic execution

o Godefroid et al. [PLDI'08], CESE[ASE’07], ...
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Symbolic Execution of Complex Parsing
Programs without Grammar

Symbolize each byte

Many UNSAT path conditions
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Key Insight
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A token value represents

many byte-level values




Key Insight

N Lexical »
Analysis
Input Token
Sequence

Token provides an abstraction

for the input grammar
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lTechnique Problems

® Input generation fora ... | Summarize the tokenization
token sequence code first

® Analyze the application
code in priority
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lTechnique Problems

® Input generation fora .. | Summarize the tokenization
token sequence code first

® Analyze the application

NS Record byte-level path
code in priority

constraint in application logic
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Motivation Example

(Expr) == (ID) | (Number) | (Number) (Op) (Expr)
(ID) == ‘'a'|'b'|..]'y"|"'Z’
(Number) == '00"'|'01"'|..|"'98" | '"99'
(Op) == 'x'| '+
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Motivation Example

(Expr) == (ID) | (Number) | (Number) (Op) (Expr)
(ID) == 'a'|'b"|.|'y'|'Z
(Number) == '00'|'01"|..["'98" | '99'
(Op) == ‘'x'| '+

0 1+12  31+a 494z |l%*a
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Motivation Example

(Expr) == (ID) | (Number) | (Number) (Op) (Expr)
(ID) == 'a'|'b"|.|'y'|'Z
(Number) == '00'|'01"|..|'98" | '99'
(Op) == ‘'x'| '+

Q 1+12  31+a 494z |l*a
8 | 1+1a O*Il a-Il a+l]
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Motivation Example

(Expr) == (ID) | (Number) | (Number) (Op) (Expr)
(ID) == ‘'a'|'b'[..]'y'|"'Z
(Number) == '00'|'@1'|..|'98"'|'99"’
(Op) 5= x|+

1 public void entry(String a) throws ParseException{
2 // 1nputReader's type 1s Reader

3  1nputReader = new StringReader(a);

4 parsekxpr () ;

5 // application logic starts

o 1f (a.charAt(a.length() - 1) == "z") {

7 assert(false); //bug

8 ]

o %
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Motivation Example

(Expr) == (ID) | (Number) | (Number) (Op) (Expr)
(ID) == ‘'a'|'b'[..]'y'|"'Z
(Number) == '00'|'01"|..|'98" | '99'
(Op) 5= x|+

1 public void entry(String a) throws ParseException{

2 // 1nputReader's type 1s Reader

3 1nputReader = new StringReader (a);

5 // application logic starts

I6 i1f (a.charAt(a.length() - 1) == 'z"') { L
i assert(false):; //bug L
i 3 v
9.r----------------------
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Motivation Example

R RN <N“m£’e£>.‘ (Number) (Op (Expr) |
(ID) at| b [ 'z

(Number) == '00'|'01’ \\ '98"' | '99'
<Op> — |*' | |+|

11 vold parseExpr() throws ParseException {
12 1nt token = getNextToken();

13 1f (token == T_NUM){

14 parseOp () ;

15 return;

16 t else 1f (token == T_ID){

17 1f (getNextToken() == T_EOF) return;
18}

19 throw new ParseException();

20}
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33
34
35
36
37
38
39
40
41
42
43
44
45
46
47

int getNextTo

Ken() throws ParseException {

}

int res = 1inputReader.read();
1f (res == -1) return T_EOF; (Expr)
char ¢ = (char) res; <”)>
if (¢ >= 'x' && ¢ <= "+'){
return T_OP; (Number)
} else 1if (c >= "a' && ¢ <= 'z'){ (Op)
return T_ID;
} else if (c >= 'Q@' && c <= '9'){
char next_c = (char) 1nputReader.read();
if (next_c >= '0' && next_c <= '9'){

return T_NUM;

)
)

throw new ParseException();
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Motivation Example

® Pure DSE

Input: "12+13" First Path’s Path Condition
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int getNextToken() throws ParseException {

—————————— al0] > 'x' Aal0] > "+' Aal|0] < 'a'A

e e al0] > '0" A a[0] <

DI a[2] > "x' Aa[2] £ "+'A

RS 3]s e aal3] >+ Aal3] < 'a'A

N al3] > '0" Aal3] < '9" Aal4] = "'0" A
ald] # 'z’

'9' Aall]l > "'0" Aall] < "9'A



Motivation Example

® Pure DSE
Input: "12+13" First Path’s Path Condition
alo] > "x' Aal0] > '+' Aal|0] < 'a'A
al0]> '0" Aa[0] < '9' Aa[1] > '0' Aa[1] < '9'A
al2] > "x' Aal2] < "+'A
al3] > 'x' Aal3] > '"+' Aal3] < 'a'A
al3] > '0' Aal3] < '9' Aal4] = '0"' Aald] < '9'A

Negation in DFS style
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Input:

Motivation Example

® Pure DSE
"12+13" First Path’s Path Condition
alo] > '«"' Aal0] > "+' Aa|0] < "a'A
al0] > '0' Aa|0] < '9" Aal|l] = "'0" A all]
al2] > 'x' Aal2] < "+'A
al3] > '="' Aal3] > "+' Aal|3] < "a'A
al3] > '0' Aal|3] < '9" Aal4] = '0" A al4]
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Motivation Example

® Pure DSE

Input: "12+13" First Path’s Path Condition
alo] > 'x' Aal0] > '"+' Aal0] < 'a'A
alo] > '0' Aa|0] < '9" Aal|l] > "'0"' Aa|[1l] < '9'A
al2] > 'x' Aal2] < "+'A
al3] = "+ Aal3] > "+" AgBL< AN o e a - - -
al3] > '0' Aal|3] < '9’ /\:a[4] > '0' Aal4] < '9'A :
R

Unsatisfiable
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Motivation Example

(Expr) = (ID) | (Number) | (Number) (Op) (Expr)

(ID) ::z at | 'b' ... 'y'"| "'z’
e Pure DSE (Number) == '00'|'01'|..['98"|'99’
(Op) == %' '+
Input: "12+13" First Path’s Path Condition
al0] > 'x' Aal0] > '"+' Aa|0] < "a'A
alo] > '0' Aal0] < '9" Aag[l] > "'0"' Aal|l] £ '9'A
al2] > 'x' Aal2] < "+'A
al3] > 'x' ANal|3] > "+' Aa[3] < 'a'A
al3] > '0' Aal|3] < '9' Aal4] > '0' Ajal4] >"’9’
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Motivation Example

(Expr) = (ID) | (Number) | (Number) (Op) (Expr)

(ID) ::z at | 'b' ... 'y'"| "'z’
e Pure DSE (Number) == '00'|'01'|..['98"|'99’
(Op) == %' '+
Input: "12+13" First Path’s Path Condition
al0] > 'x' Aal0] > '"+' Aa|0] < "a'A
alo] > '0' Aal0] < '9" Aag[l] > "'0"' Aal|l] £ '9'A
al2] > 'x' Aal2] < "+'A
al3] > 'x' ANal|3] > "+' Aa[3] < 'a'A
al3] > '0' Aal|3] < '9' Aal4] > '0' Ajal4] >"’9’

New Input: "1 7+ Z"
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Motivation Example

(Expr) = (ID) | (Number) | (Number) (Op) (Expr)

(ID) ;: at | 'b' ... 'y'"| "'z’
® Pure DSE (Number) == '00'|'01'|..['98"|'99’
(Op) == %' '+
Input: "12+13" First Path’s Path Condition
al0] > 'x' Aal0] > "+' Aal0] < 'a'A
alo] > '0' Aal0] < '9" Aag[l] > "'0"' Aal|l] £ '9'A
al2] > "' Aal2] < "+'A
al3] > "«"' Aal3] > "+' Aal3] < 'a'A
al3] > '0' Aal3] < '9' Aal4] > '0' Aja[4] >’9’

New Input: " 12+7 72" New input will be rejected
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Motivation Example

® Pure DSE
(Expr) == (ID) | (Number) | (Number) (Op) (Expr)
(ID) == ‘'a'|'b'|..|'y']|"'Z’
(Number) == '00'|'Q1"'|...] '98"' | '99'
(Op) == 'x'|'+

Six iterations to cover all the parsing code
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Motivation Example

® Pure DSE
(Expr) == (ID) | (Number) | (Number) (Op) (Expr)
(ID) == ‘'a'|'b'|..|'y'|"'Z’
(Number) == '00'|['01"|..]'98"' | '99'
InPUt: "12+13° (Op) == 'x'| '+

1 public void entry(String a) throws ParseException{

Bassert(false):; //buglh

ST —

2> // 1inputReader's type 1is Reader

3 1nputReader = new StringReader (a);

+ parseExprO; Impossible to trigger the
5 // application logic starts ) )

o« if (a,charAt(a,length() - 1) == 'z') { bug with 5-Iength strings
7

8

9

—
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Motivation Example

® Grammar-agnostic DSE

32 1nt getNextToken() throws ParseException {
33 1nt res = 1nputReader.read();

e T T_0OP 0] 2" * At[0] <"+

(char) res;

36 if (c >= 'x' && ¢ <= '"+'){

return T_OP;

o e g T T ID #H0]=2"a"' At0] <7

0 } else if (c >= 'Q0' && c <= '9'){

char next_c = (char) inputReader.read();
1f (next_c >= '0" && next_c <= '9"'){

e T_NUM 0] 20’ A 0] <9’ A
45}
s throw new ParseException(); t[l] ZI O/ A\ t[l] S/ 9/

47}
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Motivation Example

® Grammar-agnostic DSE

Input: "12+13" First Path’s Path Condition

T[0O] =T NUMAT[1] =T OP AT[2] = T_NUMAa[4] # "2’
e —_—_— ) —

Application
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Motivation Example

® Grammar-agnostic DSE

Input: "12+13" First Path’s Path Condition

T[0] =T NUMAT[1] =T OP AT[2] = T NUMA a[4] = 'Z’
—_—_ N—

Application

69




Motivation Example

T[0O] =T NUMAT[1] =T OP AT[2] =T _NUMAa[4] =2’
N—

Application




Motivation Example

T[0O] =T NUMAT[1] =T OP AT[2] =T _NUMAa[4] =2’

N——
Application

V2

(T_NUM,T_OP,T_NUM)



Motivation Example

T[0O] =T NUMAT[1] =T OP AT[2] =T _NUMAa[4] =2’

N——
Application

V2

(T_NUM, T_OP, T_NUM)
T OP #40]1>"* Af[0] <"+
T ID 0] >"a' Af[0] <" 7

T NUM 0] >"0'At0] <" 9" A
H1] > 0'At[1] <9
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Motivation Example

T[0O] =T NUMAT[1] =T OP AT[2] =T _NUMAa[4] =2’
N—

Application

V2

¢ H I H =H = H = = = = = = =N = I = =N = =N =N =N B E N =

(T_NUM, T_OP, T_NUM) *afo] > '0" Aalo] <9 Aal1] = '0" Aal1] < '9'A
T_OP 401> *ado] <+ w@l2] 2 "*" Aal2l <+

B 1al3] > '0' Aal3] < '9" Aal4] = '0' Aald] £ '9°
TIDHOI2'dA0]<7 N mm e s s ssssssssssesess=ss==m= -

T NUM £0]>"0"At[0] <" 9" A
H1] > 0'At[1] <9

/3



Motivation Example

T NUM £0]>"0"At[0] <" 9" A
H1] > 0'At[1] <9
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Motivation Example

T[0] = T_NUMAT[1] = T_OP A T[2] = T_NUM Ata[4] = "2
----- U 4

T_0P
T _ID
T_NUM

[0] > '0' Aal0] < '9'" Aal[l] > '0"'Aall] £ '9'A
101 > # A 1[0] <’ + Ia[Z]Z «'' ANal2] < "+'A
1al3] > '0' Aal3] < '9" Aal4] = '0' Aald] £ '9°
(012 @' AL0]<'Z N mmom = mmmmmmmmm = -
1[0] 2" 0" A 7[0] <" 9" A Unsatisfiable

H1] > 0'At[1] <9
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Motivation Example

® Grammar-agnostic DSE

Input: "12+13" First Path’s Path Condition

T10) = T_AM ATIT] = T_0P ATE] # 001
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Motivation Example

® Grammar-agnostic DSE

Input: "12+13" First Path’s Path Condition

T10) = T_AM ATIT] = T_0P ATE] # 001

3
/\ T[i] € {T_ID,T_NUM,T OP}
1

l
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Motivation Example

® Grammar-agnostic DSE

Input: "12+13" First Path’s Path Condition

T10) = T_AM ATIT] = T_0P ATE] # 001

3
A T[i] € {T_ID,T_NUM,T_0P} —> (T_NUM,T_OP,T_ID)

1

l

/8



Motivation Example

- o al2] > '+' Aal2] < "+'A
T OP 701> * Atf[0] <"+ : a[3] > 'a’ Aal3] < 'z
T ID 01> dAf0]<'7 S = === mescssssccsee==---=- -

T NUM #0]>"0"At{0] <" 9’ A
H1]1 >0 Af1] <"
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Motivation Example

I ! o i a[Z] > % A a[Z] < 4+ A
T QP 0] > * At[0] <" + L al3] > 'al Aal3] < 'z
T ID 01> dAf0]<'7 S = === mescssssccsee==---=- -

T NUM £0]>"0"At[0] <" 9" A
H1] >0 At1] <9 New Input: " 1 1 _l_a "
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Motivation Example

® Grammar-agnostic DSE

Input: "11+3" Second Path’s Path Condition
T[O] =T NUMAT[1]=T OPAT|[2] #T NUMAT|[2]| =T IDA

-Token PC

a|3] # 2’

Application
Logic PC
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Motivation Example

® Grammar-agnostic DSE

Input: "11+3" Second Path’s Path Condition

T[0] =T NUMAT[1] =T OPAT[2] #T NUMAT[2] =T IDA

-Token PC

a[3] =2’

Application
Logic PC
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Motivation Example

® Grammar-agnostic DSE

Input: "11+3" Second Path’s Path Condition

T[0] =T NUMAT[1] =T OPAT[2] #T NUMAT[2] =T IDA

-Token PC

al3] ="2’ "1 1 _I_Zn

Application
Logic PC



(Expr) (ID) | (Number) | (Number) (Op) (Expr)

<ID> — Ial ‘ Ibl |...‘ lyl ‘ IZI
(Number) == '00'|['01"|..]'98"' | '99'
(Op) u= ‘x| '+

Grammar-Agnostic DSE

Cover all the parsing code at the 2nd
iteration. Trigger the bug at the 3rd iteration
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Evaluation

® |mplementation

® Java Programs

® |PF-based DSE engine
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Evaluation

® |mplementation ® Research questions
® Java Programs ® Effectiveness
® |PF-based DSE engine ® Bug detection and coverage

® Efficiency
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Evaluation

® Benchmark
® |9 open-source Java parsing programs
® || types of grammars

® 5~|28 token types
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Evaluation

® Baseline

® Byte-level symbolization

® |QF: coverage-guided fuzzing [ISSTA’| 9]

® Grammar: grammar-guided black-box fuzzing [ASE’ 1 9]
® Setup

® | hour analysis time

88



Results of Bug Finding

Name Project Type GADSE | CHAR | JOF | GRAMMAR
Bug 1 J2latex | NumberFormatException 143s | >1h | 185s No
Bug 2 || CMMParser | NullPointerException 36s | >1h >1h Yes
Bug 3 || CMMParser | NumberFormatException 41s | >1h >1h Yes
Bug 4 Jsijcc NullPointerException 456s | >1h >1h No
Bug 5 Jsijcc ClassCastException 163s 775 >1h No
Bug 6 Jsijcc ClassCastException 44s | =>1h >1h Yes

Find 6 unknown bugs, and each needs less than 8 minutes
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Results of Coverage
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Results of Coverage
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Results of Coverage
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Results of Coverage
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Results of Coverage
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