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Constraint Solving
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Floating-point (FP) Constraint Solving

® Highly demanded for analyzing and verifying FP programs
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Single Precision
IEEE 754 Floating-Point Standard

Explosion of first Ariane 5 flight



SOTA FP Solving Methods
® Bit-blasting Based Approaches
® /3, MathSATS5, CV(C5, ...

a>+b>>0
e /3:> 8s

e CV(C5:> 2s
e MathSATb5: > 3s

|2th Gen Intel(R) Core(TM) i9-12900H CPU@3.0GHz



SOTA FP Solving Methods
® Bit-blasting Based Approaches Not scalable
o /3,MathSATS, CV(5, ...
® Real Arithmetic Based Approaches
ot soun
® dReal, COLIBRI, ...

(a+b)+c#*a+ (b+c)
SAT if a, b, and ¢ are FP humbers



SOTA FP Solving Methods

® Bit-blasting Based Approaches
® /3, MathSATS5, CV(C5, ...

Not scalable

® Real Arithmetic Based Approaches
® dReal, COLIBRI, ...

Not sound

® Search-Based Approaches

e JFS. Xsat, .. Not complete

a— 1.0 =1.1 UNSAT if ais a 32-bits FP number



FP Constraint Solving is Challenging

® Precise encoding is expensive ® Real humber encoding is unsound
a+b)+c#a+ (b+c
BLb3>0 (a+0b) (b +c¢)
SAT if a, b, and c are FP numbers
¢ £3:>8s .
® Search-based method is incomplete
o CV(C5:> 2s
e MathSAT5: > 3s a—10=1.1

|2th Gen Intel(R) Core(TM) i9-12900H CPU@3.0GHz

UNSAT if g is a 32-bits FP humber
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QSF’s Target

® Search-Based Approaches
o |FS, Xsat, .. Imprqve the efﬁmen.cy of
solving FP constraints
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Our Observation

® Only single object function is
employed for searching

® Fuzzing based: #unsatisfied
atomic constraints

® Optimization based: fitness
(distance) function’s result



Our Observation

X >264ANy =64

® Only single object function is —
employed for searching [x > 0,y > 64]  [x > 63,y > 63]

® Fuzzing based: H#unsatisfied _ _
atomifconstraints fl =1 1 — 2

® Optimization based: fitness | .
(distance) function’s result |According to fi, the first assignment
will be prioritized
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Our Observation

x 264Ny =64

® Only single object function is

employed for searching [x > 0,y > 64]  [x > 63,y > 63]

® Fuzzing based: #unsatisfied — 1 — 9
atomic constraints I L

® Optimization based: fithess ][2 = 04 fz =2

(distance) function’s result
According to f2, the second
fo = |x — 64| + |y — 64 assignment will be prioritized




Our Key Insight

® Only single object function is X Z 64 A\ y — 64

employed for searching

® Fuzzing based: #unsatisfied [x =0,y 64]  [x 1+ 63,y 63]
atomic constraints
] — 1 1 — 2

® Optimization based: fitness
(distance) function’s result f2 = 64 f2 = 2

Consider both f; and f2 in the search procedure

12



Our Key Insight

® Mutation operators in optimization can be customized for FPs
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Our Key Insight

® Mutation operators in optimization can be customized for FPs

'-------.

Ox00 Ox00 Ox00 Ox00 1 Ox00 Ox00 Ox00 0Ox00

64 A y = 64 '
i x=20 L x=20
. | ' iy
T N B -7 I
[ X O : 6 4] B 0x43 0x00 0x00 0x00 g [0X00 0x00 0x00  oOxff
— y — i X ¥ 3.5733110840282835e-43
B BN BN Em Em [ i J
| Exponent byte U
Exponent Single step = om om om om om om o= ® [0X00] 0x00 Oxff Oxff
Mutation Fraction byte X ¥ 9.183409485952689¢-41

[x — 128,)} —> 64—] U Mutation :
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Framework

= o] =>

Multi-Objective I I
Optimization
SAT/Unknown
5

FP Constraint I
in CNF




Framework

FP Constraint I
JF BN BN BN BN BN BN BN BN BN BN Bn | J—

I constraint solving problem 0

" into a multi-objective
""""""" SAT/Unknown
16

Multi-Objective I I

Optimization

i
1 optimization problem
i



Framework

FP Constraint
o = )=

r --------------
i . .
: Specially designed -
-
-
-
-

i
:
optimization algorithm to :
i
i
[

Multi-Objective I I

Optimization

solve the transformed
multi-objective problem

- a SAT/Unknown
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Transformation Details

The number of constraints that
are not satisfied under o

el jeJ

f;’b(()z) L= m151 (5(6,'\',' [><],"j e,fj,
o o ° ] jE l ' b
Multi-objective i€l

optimization problem

a)

Sum of the violations of the

constraints under o




Transformation Details

,'11@1 ey el ... D.Q.E.{.?é.}‘
o(ep D e, ) := < H(ba(elr)n’ba(ez)) ] € {:}l
. el = TR ™t rorice

H is hamming distance
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Transformation Details

"[ﬂa(el > 62)] UL {#}
H(ba(el)aba(eg))

Unsigned integer to avoid floating-point underflow
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Optimization Algorithm
el = poii'.zzfon > >

<= Comblne
populatlon

Select
Operator
21

Inltlallzatlon
population

Merge
population




Optimization Algorithm

Select SAT/
populatlon lerminate! Unknown

B = . -I B Om Em o -
<= Comblne
populatlon

' Pre-analyze °
i
Select
Operator
22

Inltlallzatlon
populatlon

Merge
1 floating-point » population
. constraints .




Optimization Algorithm

=:> Select =:> ::> SAT/
’ ?
populatlon lerminate! Unknown

Inltlallzatlon
populatlon

: Pre-analyze : Merge <= Comblne - Multi
i floating-point i populatlon populatlon " ulti-
' constraints : operator
mEEmEmEmEmEEs . collaborative
Select ' mutation
OperatOr I s o = =
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Optimization Algorithm

=:> Select =:> :b SAT/
’ ?
populatlon lerminate! Unknown

Inltlallzatlon
populatlon

[ 1
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; ﬂ()at"‘]g-PQ”‘]t - population populatlon "

| constraints |, ' operator
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Evaluation

® |mplementation based on goSAT
® /3 as FP constraint’s frontend
® Object function’s LLVM IR is generated for JIT
® MOCEA implementation based on NLopt
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Evaluation

® Research Questions
® QIl:How effective and efficient is QSF in SMT-LIB benchmarks?

o Q2:How effective and efficient is QSF in analyzing real floating-
point programs/?

® Q3:How do different components affect the overall
performance of QSF!

26



Evaluation

® Benchmarks and baselines

o QF FP SMTLIB

® 266 SAT or UNKNOWN
® Real-world program

® 3493 SAT or UNKNOWN
® Timeout: 60s and 600s

Solvers Version

Technique

Category

Z3 [21]
CVC(Cs [4]
MathSATS5 [18]
Bitwuzla [48]
COLIBRI [45]
JES [43]
CORAL [57]
XSat [29]

v4.6.0
v1.1.2
v5.5.1
v1.0
r15172
r5ceecdl
v0.7
2017 Mathematical

Bit-blasting
Bit-blasting
Bit-blasting
Bit-blasting
Interval solving
Coverage-guided fuzzing
Meta-heuristic search

| optimisation

goSAT [9] rb5a423c¢ Mathematical

| optimisation

QF FP SMT theory
QF FP SMT theory
QF FP SMT theory
QF FP SMT theory
Real arithmetic SMT

Search-based
Search-based
Search-based

Search-based

: SyMboIic ec’uio”nAof Floating-point .Programs:How far dré we? u Yang, Guofeng Zhang, Ziqi Shual Zenbdng Cen,]l: Wang. _/ounal c;f Systems ;md Softhre. 2024.
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Evaluation: Effectiveness (QF _FP benchmark)

- O g

Solvers Timeout (s) Both . Only QSF i Only other Neither
60 156 (58.65%). 44 (16.54%) b 1033767  56(21.05%)
Z3 600 180 (67.67%) © 20(7.52%) 0B 10 (3.76%) 56 (21.05%)
]
60 175 (65.79%) 25(9.40%) B 23 (8.65%) 43 (16.17%)
CVES5 600 196 (73.687%) 0 4 (1.50%) g 27(10.15%) 39 (14.66%)
60 172 (64.66%)‘ 28 (10.53%) B 17 (6.39%) 49 (18.42%)
MathSATS5 600 198 (74.44%) 0 2(0.75%) g 20(7.52%) 46 (17.29%) SF iS in ferior o
I 60 184 (69.17%) 0 16 (6.02%) g 21(7.89%) 45 (16.92%) ¢4
Bitwuzla 600 196 (73.68%) 4 (1.50%) _ 27(10.15%) 39 (14.66%) : :
60 177 (66.54%) B 23 (8.65%) g 10(3.76%) 56 (21.05%) .
COLIBRI 600 179 (67.29%) g 21(7.89%) : 12 (451%) 54 (20.30%) COmplemental"y to It
60 176 (66.17%) 24 (9.02%) 4(1.50%)  62(23.31%)
JES 600 180 (67.67%) o 20 (7.52% 6(2.26%) 60 (22.56%)
]
]
60 58 (21.80%) g 142(53.38%) _ 2(0.75%) 64 (24.06%)
CORAL 600 62 (23.31%) : 138 (51.88%) 1 1(038%) 65 (24.44%)
60 110 (41.35%)I 90 (33.83%) i 8(3.01%)  58(21.80%)
XSat 600 110 (41.35%) © 90 (33.83%) B 11 (4.14%)  55(20.68%)
]
60 141 (53.01%)  59(22.18%) B 3(1.13%) 63 (23.68%)
goSAT 600 153 (57.527%) 0 47 (17.67%) § 2(075%)  64(24.06%)

- =
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Evaluation: Effectiveness (QF _FP benchmark)

=

o
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|

Runtime (s)

Bitwuzla

COLIBRI+Bitwuzla

JFES+Bitwuzla

60s

CORAL+Bitwuzla

XSat+Bitwuz

la

— QOSAT+Bitwuzla

QSF+Bitwuzla

120

|
180
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Runtime (s)

(-
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N
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=
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10Y

1 =—— JFS+Bitwuzla

100

Bitwuzla

COLIBRI+Bitwuzla
CORAL+Bitwuzla 6005
XSat+Bitwuzla

goSAT+Bitwuzla

QSF+Bitwuzla

e

140 160 180
Accumulated score

|
200 220

QSF+Bitwuzla has the best performance in combined solvers
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Evaluation: Effectiveness (Real-world program benchmark)

- e - s, " -9 906 99

Solvers Timeout (s) Both " Only QSF B Only other  Neither

60 3029 (86.72%) g 182 (5.21%) | 15(043%) 267 (7.64%)

Z3 600 3104 (88.86%) - 114(3.26%) g 15(043%) 260 (7.44%)

60 3092 (88.52%) g 119 (3.41%) g 14(040%) 268 (7.67%)

CVGE5 600 3167 (90.67%) , 51 (1.46%) . 21(0.60%) 254 (7.27%)

60 3069 (87.86%) o 142 (4.07%) g 13(0.37%) 269 (7.70%)

MathSATS 600 3161 (90.50%) = 57 (1.63%) ; 23 (0.66%) 252 (7.21%)

60 3119 (89.29%) . 92 (2.63%) g 15(043%) 267 (7.64%)

Bitwuzla 600 3182 (91.10%) © 36 (1.03%) , 24 (0.69%) 251 (7.19%)

60 2665 (76.30%) _ 546 (15.63%) . 9(0.26%) 273 (7.82%)

COLIBRI 600 2677 (76.64%) B 541 (15.49%) 3(0.09%) 272 (7.79%)
i i

60 3014 (86.29%) 197 (5.64%) . 31(0.89%) 251 (7.19%)

JES 600 3101 (88.78%) B 117 (3.35%) 35 (1.00%) 240 (6.87%)
i

60 1963 (56.20%) b 248 (35.73%) _ 1(0.03%) 281 (8.04%)

goSAT 600 2186 (62.58%) 1 1032 (29.54%) B 1(0.03%) 274 (7.84%)

T —

30

QSF outperforms all

compared methods




Evaluation: Efficiency (QF _FP & Real-world program)
60s 600s 60s 600s

B° I 4.78X speedup 9.76X speedup 2.58X speedup
Itwuzia — — oy A ST
1 \ 102 o . 102
101y ° ; 101
1 o © 1] ° 8 107
e 1i.:114 . |37 114 : 5
> 1o°gis,.- ' ;‘ & L. . > 10° 3
3 18" ¢ 54 2 1004F, . 39 5 & 10
o : m " [vs) @
10 1': ¢ 10 1 ? 10 ].0.1
1 & o* °
o: A —— i P 0], = _ac Ladnd R
0 10—1 100 101 0 10~ 10 10 10 0 10-1 10° ],O1 SF
QSF QSF QSF Q
J FS 1.12X speedup ‘ 2.36X speedup . 3‘1,6)( speedup —_—
101: . ’ 10°
: 10*
I 164 "
i 11 T
10_1; - | 10~ '
o 0 10-T 100 10! 102 RS e ra e T R R T t T T
-1 0 1
0 10 10 10 QSF OSF QSF

OSF

QSF is more efficient than Bitwuzla&]FS on both benchmarks

31



Evaluation: Application to Symbolic Execution

Z3 MathSATS COLIBRI goSAT

23 MathSATS COLIBRI goSAT
CVGS Bitwuzla JFS QSF / CVC5 Bitwuzla JFS QSF
| | | ’ | | |
- "/_F—/"—" - . /_/’4 .
$ 3000 " 3000
r= p
2750 l o (

% ——— — % 2750 —
— — © -
(a8
o 2500f D 5500
D o
< -
<>) 2250 °>" 2250
O S
'© 2000 ‘S 2000
6 —
L0
e 1750 é 1750
= -
= Z
_ 1500 “= 1500
P o
= [=
= 1250 — 1250

Lol 1 1 | [ N O I | | [

lld 1 1 [ TR T B O A |
1
0 109 10 0 10° 101

The number of covered branches obtained by QSF is better than
that of other methods
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Evaluation: Ablation

---~

studies

Benchmarks Solvers Timeout (s) Both g Only QSF i Only other  Neither .
. i 60 189 (71.05%) B 11 (4.14%) 0(0.00%) 66 (24.81%) ¢
QSF_f 600 189 (71.05%) g 11(4.14%) 1 0(0.00%) 66 (24.81%) " Ob] ective
i
. i 60 193 (72.56%) 0 7 (2.63%) 0(0.00%)  66(24.81%) & )
QSF_f, 600 194 (72.93%) 0B 6 (2.26%) 0(0.00%)  66(24.81%) g gUIdance
~-----------------'l'--------:
QF_FP 60 182 (68.42%) B 18 (6.77%) : 0(0.00%) 66 (24.81%) . b
QSF_NSGA-II 600 183 (68.80%) 0 17 (6.39%) 0(0.00%) 66 (24.81%) IS better
60 174 (65.41%) B 26 (9.77%) g 0(000%) 66 (24.81%) than
QSF_NoPre 600 175 (65.79%) B 25 (9.40%) 0 (0.00%) 66 (24.81%)
‘-------------I---.l-------._ . I
. , 60 2062 (84.80%) B 249 (7.13%) 4 6 (0.17%) 276 (7.90%) ¢ SINGIC
QSF_f, 600 2989 (85.57%) 1 229 (6.56%)I 2(0.06%) 273 (7.82%) g b t.
i
i 60 3187 (91.24%) ¥ 24 (0.69%) g 6(0.17%) 276 (7.90%) B O jeC IVE
QSF_f, 600 3192 (91.38%) B 26 (0.74% 2 (0.06% 273 (7.82% i
RWP 60 2620 (75.01%) ° 591(16.92%)y  1(0.03%) 281 (8.04%)
QSF_NSGA-II 600 2617 (74.92%) 1 601 (17.21%) 1(0.03%) 274 (7.84%)
60 2891 (82.77%) ¥ 320 (9.16%) g 2(0.06%) 280 (8.02%)
QSF_NoPre 600 2891 (82.77%) B 327 (9.36%) 2 (0.06%) 273 (7.82%)

—ﬂﬁl—
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Evaluation: Ablation studies

---~

e A EEEEEEEEE——,

Benchmarks Solvers Timeout (s) Both g Only QSF i Only other  Neither
]
60 189 (71.05%) 1 11 (4.14%) 0 (0.00%) 66 (24.81%) :
QSFJT/’ 600 189 (71.05%) g 11(4.14%) i 0 (0.00%) 66 (24.81%) MOCEA IS
i
) 60 193 (7256%) B 7(263%) - 0(0.00%)  66(2481%) better than
QSF_f, 600 104 (72.93%) W 6(2.26%) " 0(000%) _ 66(2481%)
QF_FP o 60 182 (68.42%) 1 18 (6.77%) y  0(000%) 66 (24.81%) ¥
QSF_NSGA-II 600 183 (68.80%) 0 17 (6.39%) 0 (0.00%) 66 (24.81%) 1 :
60 174 (6541%) ¥ 26 (9.77%) o 0(0.00%) 66 (24.81%) .
QSF_NoPre 600 175 (65.79%) B 25 (9.40%) : 0 (0.00%) 66 (24.81%) a|g0|"lthm
) 60 2062 (84.80%) ¥ 249 (7.13%) g 6(0.17%) 276 (7.90%)
QSF_f, 600 2989 (85.57%) 0 229 (6.56%) : 2 (0.06%) 273 (7.82%)
) 60 3187 (91.24%) 1 24 (0.69%) g 60.17%) 276 (7.90%)
QSF_f, 600 3192 (91.38%) |26 (0.74%) __ 2(0.06%) 273 (7.82%
RWP 60 2620 (75.01%) © 591(16.92%)g  1(0.03%) 281 (8.047%) ¥
QSF_NSGA-II 600 2617 (74.92%) 1 601 (17.21%)_  1(0.03%) 274 (7.84%) 1
S0 2891 (82.77%) © 320(9.16%) y 2 (0.06%) 280 (8.02%)

 Deb K, Pratap A Agarwal S, et al.A fast and elitist multiobjective {82.77%) | 327 (9.36%) . 2 (0.06%) 273 (7.82%)
¢ genetic algorithm: NSGA-II[J]. IEEE transactions on evolutionary §
| computation, 2002, 6(2): 182-197.

34



Evaluation: Ablation studies

---~

R A EEEE———

Benchmarks Solvers Timeout (s) Both g Only QSF i Only other  Neither
i 60 189 (71.05%) 1 11 (4.14%) ' 0 (0.00%) 66 (24.81%) The
QSF_f, 600 189 (71.05%) g 11(4.14%) I 0 (0.00%) 66 (24.81%)
I ([ J
i 60 193 (72.56%) 0 7 (2.63%) 0 (0.00%) 66 (24.81%) Pl‘ePI”OCGSS"\g
QSF_f, 600 194 (72.93%) 0B 6 (2.26%) I 0 (0.00%) 66 (24.81%) - h | f |
] IS NE P ul to
QF_FP 60 182 (68.42%) 0 18 (6.77%) ; 0 (0.00%) 66 (24.81%)
SF_NSGA-II
’ 2 i Il B B 620- ] 1-83L688-0%L I-luG'gg?&I- 0_(020%* -66424-81@ QSF
60 174 (65.41%) ¥ 26 (9.77%) g 0(000%) 66 (24.81%) ¥
QSF_NoPre 600 175 (65.79%) B 25 (9.40%) 0 (0.00%) 66 (24.81%) I
" 60 2962 (84.80%) * 249 (7.13%) o 6 (0.17%) 276 (7.90%)
QSF_f, 600 2989 (85.57%) 0 229 (6.56%) : 2 (0.06%) 273 (7.82%)
" 60 3187 (91.24%) 1 24 (0.69%) g 60.17%) 276 (7.90%)
QSF_f, 600 3192 (91.38%) B 26 (0.74%) " 2 (0.06%) 273 (7.82%)
RWP 60 2620 (75.01%) ¥ 591 (16.92%)g  1(0.03%) 281 (8.04%)
SF_NSGA-II i
& 2 B BN B B 620 . 2317‘742274 I-GOIJ”-'Z%).- 1-(O£3% -27-4 (7-84@
0 60 2891 (82.77%) = 320 (9.16%) g  2(0.06%) 280 (8.02%) ¥
QSF_NoPre 600 2891 (82.77%) B 327 (9.36%) 2(0.06%) 273 (7.82%) I
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Conclusion

FP Constraint Solving is Challenging Our Key Insight

® Only single object function is
employed for searching

X 264Ny =64

® Real nhumber encoding is unsound

(a+b)+c#a+ (b+ )

® Precise encoding is expensive

a3 + b3 > () ® Fuzzing based: #unsatisfied ~ [x—0y—64]  [x— 63,y — 63]
SAT if a, b, and c are FP numbers atomic constraints fi=1 fi=2
« Z3:> 8s o 1= 1=
® Search-based method is incomplete ® Optimization based: fitness
* CVC5:> s (distance) function’s result fz = 64 f2 =2

* MathSAT5:> 3s

[2th Gen Intel(R) Core(TM) i9-12900H CPU@3.0GHz

a—1.0=1.1

UNSAT if a is a 32-bits FP number Consider both f; and f; in the search procedure

7 12

Evaluation: Application to Symbolic Execution

[ ]
O u r Ke I n S I ht z3 MathSATS COLIBRI goSAT z3 MathSATS COLIBRI goSAT
cves Bitwuzla JFs QSF cves Bitwuzla JFS QSF /
T T T T T T ’
" 3000 b o, 30001 i
2 . 2 ,
g 2750¢ / N A— g 2750 / : v
® Mutation operators in optimization can be customized for FPs S 2500} — S 2500} —
g : 2 s
™ W m m mmE %2250_ 9 2250}
> 4 —_— 4 [ 0x00 0x00 0x00 oxo0 § [0x00| 0x00 0x00 0x00 o S
x z /\ y — o I =0 © 2000F ‘G 2000
] x=0 x= 5 g
| 'g 1750 1750}
- N N = = I S g
s ' i 0x43 0x00 0x00 0x00 ' 0x00 0x00 0x00 Oxff Z 1500} BFS Z 1500} DFS
S ™
1[x > 0py > 64] vt 2 :
. )' | g X 35733110840262835¢-43 2 1250  1oso
- N [ | J
Lyl L1l
L} Exponent byte 1 0 100 10T —gwﬂl%c L '1'01

Exponent .
Mutation 0 Single step

[x — 128,y — 64]

- m s = === m P 0x00 O0x00 Oxff  Oxff

Fraction byte

‘ I Mutation
N

X % 9.183409485952689¢e-41
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The number of covered branches obtained by QSF is better than
that of other methods
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Thank you!
Q&A

Artifact: https://github.com/zbchen/QSF
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