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Regular Property Verification

® Regular properties/FSMs are widely used
® Model-based testing
® T[ypestate analysis, e.g., runtime verification
® API protocol specification and mining

® Verifying regular properties is challenging
read close re, close




Existing VWork

------ Static analysis

Feasibility

------ Dynamic analysis

Completeness

Coverage Scalability

Dynamic Symbolic Execution (PLDI’05)



Challenge of Symbolic Execution

® Path explosion problem

/ né// A e
How to boost completing path exploration and finding
counterexample?




Observation and Insight

® Many irrelevant paths exist
® For relevant paths

® The ones with specific sequences can
violate the regular property

® Many are equivalent w.r.t. verification

read close  read, close

~_init ~¥.close ‘<
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Observation and Insight

® Many irrelevant paths exist
® For relevant paths

® The ones with specific sequences can
violate the regular property

® Many are equivalent w.r.t. verification

Prune irrelevant, uninteresting relevant and equivalent
baths, and explore counter-example paths earlier
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Key ldea

Verify a program satisfies a regular property P

P —P
Regular oM Regular '
. property- it/ + ; . property
oriented path | "L T 188 - guided DSE '
. slicing J . [ICSE’'I5] |

Pruhing Guiding

Prune redundant Find counter-
Complement .
baths examples earlier
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Key ldea-Guiding w.r.t =

history history N future # & future

-----------------------------------------
----------------------------------------

read close  read, close

read close  read, close
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Key ldea-Pruning

WOODPECKER [ASPLOS’|3]
Path Slicing [PLDI'05]

----------------------------------------

. Equivalent to explored Q
: counter-example paths

......................................

. No control or data
-\ 5 dependence

,‘E" %hi ory N future = &



Key ldea-Pruning

init, close, read

read close  read, close
\)@ int % close Q read 63 ~
: O init, read, close, read
. Equivalent to explored Q init, read, read, close, read
counter-example paths S\ , ~
) init, close, read, read
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Sneak Preview of Results

® For 39 verification tasks (| hour for each)

® 30 are completed by our method

® DFS (22), pure guiding (22) and slicing (23)
® For the completed verification tasks

® >84X, >8.6X, and >7X time speedups over
DFS, pure guiding and path slicing



Synergic Framework

--------------

i = wread();

1 if (i == -1) break;
N result += i;

1 X
:Program

1 while (k++ < n){

N i = wread(:

result -= i;
1 }
return result;
I} esult;
1
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An Example

‘ int foo(lnt m, int n, int[] a) {

' InputStreamReader w = new ... Reader property
M > ) s e
for e 1 SRR THT | Cannot read after closed
L if @[] > afi+1]) {
int temp = a[i];
L afitl] = afi], .
L afi] = temp; .|  The negation of the property
. -
et read,
- {if (afi] =="T00)
- wdloseln ] read  close  close
TWhile (- > O) y
~ close /A read J-
' intj = d(); | .
: i? (jl==vflr)e?)reak; b-—g ] 2 B 3
L om+= | -
3 S
e Read after closed
)
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‘int foo(int m, int n, int[] a) {

K

- wwhile (n--">0){ !

InputStreamReader w = new ...;

for (int'i = 0;i < alength-[;i++) {;
if (a[i] > a[i+1]) { '
int temp = a[i];
ali+1] = a[i];
ali] = temp;

}

e IOO'):"""""""":

int j = w.read();
if j == -1) break; |
m +=j;

return m;

| st Iteration
(m=1,n=1,a={0, 1})

\\\
S

A
a[l] 1= |<‘)%‘\ O
4
n >%\ O
Y

| n Syo O
| \*

O

init, read

-:




int féo(lnt m, int n, int[] a) { 7 | st lteration

~ InputStreamReader w = new .

| ”-'_(m _>_§Q)_ m++; (m= I ’ n— I ’ a={0, I })
f6F'(|'n't'|'—' 0;i < alength-I; '|3r'+')'{' e
: if (a[i] > a[i+1]) { : m < Sf)dependence
: int temp = a[i]; :
v a[itl] =a[i]; ! a[0]<a[I] /C'\a[O]>a[I]
| a[i] = temp; !
. ” a[l] 1= I(;)/)\a[l] 00

o I 'y

| %F(J[‘]““I’G'G) """""""" ) n>AO/O 0L ;__

.wclose(); , Selected
EWhi|e (n-- > 0){ : n Syo history n future = @
'+ int j = w.read(); E | s
. it (j ==-1) breal; | | Sliced
E} m +=j; \ init, read %
returnm; 077 [ )




Jint foo(int m, int n, int[] a) {

if (a[i] > a[i+1]) {

int temp = a[i];
ali+1] = a[i];
a[i] = temp;

iwhile (n--> 0){

tintj =wread();
i if (j == -1) break;
v m =g :
Y
return m;

}

=1 0

O

2nd lteration
(m=1,n=1,2={0, 100})

mSSy)

a[0] <a[ 1]/ a[0]>2[ ]
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init, close, read
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f, int féo(int m, int n, int[] a) { * 2nd lteration

| if (m > 50)im++; (m=1,n=1,2={0, 100})
for (Nt = 031 < alengthI;i++)
if (a[i] > afi+1]) { ' m < 5‘0/0
int temp = a[i]; | - Equivalence

afi+1] = afi];
ali] = temp;

a[0] <a[ u}‘

a[17 = 100 Maa[1]=100

| 1 > ;
l <aj " % h> O/gi)story N future = &
| init, close, read

O "~

[ ~
init, close, read*

| r c r,C
return m; A
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int j = w.read();
if j == -1) break;
' m += ];




An Example

(int foo(int m, int n, int[] a) {
InputStreamReader w = new ...;
if (m > 50) m++;
for (inti=0;i <a.length - |;i++) {
f (ali] > ali+1) {
int temp = a[i];
ali+1] = aJi];
ali] = temp;
}
)
- if (a[i] == 100)
w.close();
- while (n-- > 0){
int j = w.read();
if (j == -1) break;
m +=j;
}

return m;

Reader property
Cannot read after closed

Only 2 paths are needed to
complete verification

Method Result

DFS Unfolding two loops

11111114 | 2nd path, Unfolding two loops




Implementation &
Experiment Setup

® |Implement for Java based on RGSE

® |6 real world open source Java programs

e /0K LOC in total

RGSE: A Regular Property Guided Symbolic Executor for Java, FSE 2017, Tool Demo
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Program LOC Brief Description
rhino-a 19799 Javascript interpreter
sOot-C 32358 Static analysis tool

jlex 4400 Lexical analyzer
bloat 45375 Java bytecode optimization
bmpdecoder 531 BMP file decoder
ftpclient 2436 FTP client in Java
pobs 5488 Java parser objects
jpat 3245 Java string parser
jericho 25657 Jericho HTML Parser
nano-xml 3317 Non-validating XML parser
htmlparser 21830 HTML parser in Java
xml 5138 XML parser in Java
fastjson 20223 JSON library from alibaba
jep 42868 Mathematics library
ud| 26896 UDL language library
Total 259642 15 open source programs
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Implementation &
Experiment Setup

® |Implement for Java based on RGSE
® |6 real world open source Java programs
e 270K LOC in total
® Properties
® |DK’s single- and multi-objects typestate properties

® User defined

® Verify each program/property in | hour
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Program I Total Time(s) First Violation Time(s)
Popryl | " D [ G855 | DG 5]
0 | 2843 | 37423 | 9.4 | 39898 | NO | NO | NO | NO
S00t-¢ bugl | 2859 | 35426 | 10132 | 41383 | 1841 | 3872 | 8501 | 41371
(Waiter) bug2 | 2761 | 35801 | 9706 | 3891 | 1939 | 3466 | L6 | 3899
bugd | 2671 | 36987 | 10437 | 46951 | 1502 | 35899 | 877 | 46939
0 | 272 | 1791 | 98 | 21485 NO | NO | NO | NO
so0f-c bugd | 2982 | 18774 | 9791 | 2926 | NO | NO | NO | NO
(Writer") bugs | 219 | 18741 | 9815 | 289 | IS71 | 17627 | 794 | 2647
bugs | M2 | 143 | 103 |2673| NO | NO | NO | NO
bloat (Ierator) 0 | 2449 | 481 | 5756 | 6697 | 1013 | 3602 | 352 | 5014
0 | 270 | 775 | 548 | 95| NO | NO | NO | NO
bloat bugl | M2 | 7181 | 10207 | 12885 NO | NO | NO | NO
(Iterator') bugd | 2585 | T002 | 6074 | 9219 | 2585 | T002 | 4286 | 9219
bugd | 2663 | T205 | 6457 | 988 | 263 | 1095 | 4011 | BR
0 | 865 | 1697 | 271 | 1671 NO | NO | NO | NO
bmpdecoder bugl | 918 | 1745 | 1979 | 204 | NO | NO | NO | NO
(Reader) bugd | 915 | 192 | 20| 18 | T | 1234 | 2048 | 1%
bugd | 926 | 1788 | 2097 | 826 | NO | NO | NO | NO
0 | 1244 | 3708 | 378 | 978 | NO | NO | NO | NO
fpcient bugl | 1412 | 4188 | 02| 51 | 00 | 36 | 3889 | 5455
(Socket) bugd | 1357 | 366 | 3747 | 5055 | 1173 | B | 372 | 5055
bugd | 1552 | 4045 | 429 | 539 | NO | NO | NO | NO
0 T0 | T0 [ T0 |24 NA | NA | NA | NO
Jlex W 0 [ 0 | 10 T0 | 1275 | 335 |407| 6397
(Reader) b F 10 | T0 | TO T0 | NA | 1438 | NA | U4
b | 10 | T0 | TO T0 | NA | NA | A | MA
0 10| T |10 ‘ B8 | NA | NA | NA | NO
lex (gt | 10 | T0 [ 10 10| NA | 2007 | NA |54
(Reader’) bgs F 10 | T0 | TO TO | 27% | 318 | NA | 10939
bugg ©T0 | T0 | O TO | 5133 | 14688 | NA | NA
thino-a (Emumeration) | 0 70 | T0 [ T0 T0 | NA | NA | NA | NA
jpat (UserDefined) 0 10 | T0 | TO | 4694 | NA | 23 | NA | 89
nano-xml (UserDefined) | 0 10 | T0 | TO | 198 | NA | 1402 | NA | 1956
pobs (UserDefined) 0 [ T0 | TO | 2144|2631 | NA | 14% | 2079 | 2307
ericho (UserDefined) | 0 - TO° | TO | 87 | 2266 | NA | 196 | 83| 66
fastjason (UserDefined) | O |10 | 0 | T0 | 1026 | NA | NA | NA | 10252
jep (UserDefined) 0 ‘ 259038 | 109005 [ TO- | 16787 | 143906 | 2972 | NA | 16784
himlparser (UserDefined) | 0 [T0 | 10 | 10 T0 | 2762 | 50%5 | NA | 10603
udl (UserDefined) 0 [T | T0[T0 T0| N\ |280957| NA | NA
snlparser (UserDefined) | O 10 [ 10 | TO | 2489 | NA | 1825 | NA | #89

Results

Use the fewest iterations to complete path
exploration

For 24 tasks with counterexamples, slicing
can boost the finding in 7 (29%) tasks

#iterations using our slicing is two orders of
magnitude less than that using path slicing

Completed tasks by us but not by path slicing

® Cannot finish after 24 hours except jep
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0 23 58.9%

39 tasks in total



Conclusion

Regular Property Verification

® Regular properties/FSMs are widely used
® Model-based testing
® Typestate analysis, e.g., runtime verification
® API protocol specification and mining

® Verifying regular properties is difficult
read close  read, close

\@ ﬂ!, @V)close %2 read &
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Key Idea

Verify a program satisfies a regular property P

P -P
Regular ' A ?_v}" " Regular
L property- a4 property |
: oriented path' X/ guided DSE :
slicing [ICSE'I5] |

Pruning Guiding
Find counter-
examples earlier

Prune redundant

paths Complement

7
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Sneak Preview of Results

® For 39 verification tasks (| hour for each)

® 30 are completed by our method

® DFS (22), pure guiding (22) and slicing (23)
® For the completed verification tasks

® >8.4X,>8.6X,and >7X time speedups over
DFS, pure guiding and path slicing
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